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Wash your hands of coronavirus scams!

Friends Against Scams aims to protect and prevent
people from becoming victims of scams.

Be aware of people offering or selling: Protect yourself and others:

. Shopping or medication co\l_ection services. = Don't assume everyone is genuine. It's okay to reject, Be a good Friend,
Medical produr?ts, sgch as miracle cures, face _refuse or ignore requests for _persona\ or ﬁnanua\‘ help to protect
masks and testing kits. infermation. Only criminals will try to rush or panic you. famil

Check with family and friends before accepting offers peallrlulips
.. .. of help if you are unsure. friends and

Be aware of suspicious communications, «  Only purchase goods and services from legitimate neighbours from

such as: retailers. Do your research and take a moment to think scams.

before parting with money or personal information.
Impersonation of officials, including HMRC and . Only use official websites, such as gov.uk for updates Read it
government agencies. and information, and aveid clicking links in unsolicited "
Subscription and streaming service emails emails and messages. Share 't_'
prompting account updates or requesting + Be suspicious of requests for updating your account Prevent it.
personal details. details. To check or update accounts, always go directly

+ Social media quiz;es and games that ask for to the organisation using the website or contact details #ScamAware
personal information {e.g. your mother's you know to be genuine. #Coronavirus
maiden name). + Be aware of the amount of personal information you

share on social media; not all quizzes are harmless.
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To learn more about different types of scams, visit: www.FriendsAgainstScams.org.uk

PHISHING SEASON
NEVER ENDS

SHETLAND IS NO EXCEPTION

WHEN [T-COMES TO PHISHING SCAMS.
|FYOU-RECEIVE AN EMAIL

YOU'RE NOT-QUITE SURE ABOUT,
FORWARD:IT TO
REPORT@PHISHING.GOV.UK
FOR ACTION.
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Sign up for a free weekly email bulletin from
Trading Standards Scotland by visiting
https://mailchi.mp/79a5dd06fd6a/scamshare

Which? also offers a free weekly scam alert service
with an email sent direct to your inbox — visit
which.co.uk/scam-alerts to sign up.

Don't feel obliged to

uninvited callers on your doorstep EUSIERUEELEEE
anyone you don't know

Check

who you are dealing with

Keep up to date AVOid

with the latest cyber and phone scams
scams by signing
up to the Scam

Share bulletin or visit www.tsscot.co.uk/coronavirus

Wait
to hand over money Report
suspicous callers / activity

Those who are genuinely trying to help will be
happy to receive a cash payment once they have delivered
your items.

NEVER give out your card or bank details and NEVER hand
your bank card to anyone at the door - pay with cash only

If a caller you don't recegnise says that they are from a
community group or verified organisation, ask to see their |D. If
you're still not sure whether they are genuine, call the
organisation using a number from their official website

Call Police Scotland on 101 or 999 in an
emergency

Report scams to Advice Direct Scotland on
0808 164 6000

Helping Hands

Advice on dealing with unsolicited callers while self-isolating

.
JOIn Don't cold call people - if you want to volunteer your

an existing community group services, find a verified organisation or community
group through Neighbourhood Watch Scotland. This

will help vulnerable consumers feel safer

Carry

verifiable ID

If you see or hear PI’OteCt

about anyone others in your community
suspicious who is

cold calling pecple
In your community, report it to Police Scotland on 101

If you are volunteering for an arganisation, they should have a
point of contact that people can call to verify your identity. The
person you are offering to help must be able to check that you
are who you say you are

Wait Di
to receive payment Istance
yourself from others

Keep at least 2 meters away from other people - leave
deliveries at the door and take steps to keep both yourself
and those you are helping safe from harm.

Get the latest advice from NHS Scotland:
nhsinform.scot/coronavirus

Helping Hands

Don't take cash from anyone up front - wait until you have
delivered their items

NEVER accept anyone's bank card or sensitive information
such as PIN numbers or bank account details

Advice for those wishing to help others in their community

Contact Trading Standards for a free
7 Scambusters! Shetland advice pack

g ¥ on protecting yourself from a variety of scams.
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