


FINDING THE BALANCE

BASICS - ONLINE SAFETY FOUNDATIONS
EVICE SETTINGS

PRIVACY&D
e Check privacy settings on devices, home
internet hubs and apps
e Use parental monitoring where helpful
e Set apps to require parental approval
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* Agree boundaries around: ‘\'.\r
-When screens are used
-Where devices are kept overnight
-Where devices are charged

* Model healthy screen use - children
notice what we do

® Protect screen-free spaces like
mealtimes and family time

¢ Use nicknames online

¢ Never share personal
details, locations, school
names or photos

¢ Be mindful of features
like Snapchat Maps



https://www.ceopeducation.co.uk/parents/ask-the-awkward/
https://saferinternet.org.uk/
https://www.nspcc.org.uk/

CYBERBULLYING AWARENESS AGE-APPROPRI ATE CONTENT
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¢ Stay curious about what you hear "1/ e Avoid using fake ages to
in their chats and games access apps

e Talk about how words online can * Age limits exist for a reason
impact others - they reflect emotional

* Encourage empathy and reflection and content readiness

KNOWING YOU APPS
e Research apps before allowing downloads (7

¢ Use built-in family tools:
-Snapchat Family Centre
-TikTok Family Pairing
* Regularly review friend lists and followers
* Reinforce:
-Never share naked images
-Never forward indecent images
-If images are found online and can’t be removed,
the Internet Watch Foundation (IWF) can help
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e Al can create realistic images using as few as 20 photos

¢ Be mindful of what you share online about your child

e Creating memes to tease others is online bullying

e Campaigns now warn against “sharenting” - oversharing
children’s personal lives online can increase risks including
stalking, identity theft and long-term digital footprints



https://www.iwf.org.uk/
https://www.ceopeducation.co.uk/parents/
https://cyberfraudhub.org/

NATIONAL TRENDS - WHAT WE ARE SEEING

% SAFETY
OPEN COl\ﬂN\UNlCl\TlON ONLINE EXT ()RTION&‘N‘AGE
 Create a no-blame culture * No sharing of images,
* Let your child know they can videos or locations
come to you about anything e Talk openly about the risks
they see that feels worrying of image sharing
or uncomfortable * Reinforce that sharing or
O forwarding indecent images
is illegal
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-Who they’re chatting to ﬁﬁ/
Keep conversations calm - don’t blow your top @

Ask the awkward questions - if you don’t, someone else might
Explore positives too - online spaces can support friendships and
connection

Consider your child’s maturity before giving full smartphone access



https://open.spotify.com/show/2pMqiDrR5ZmREDZIXoF0dx
https://parentzone.org.uk/tech-shock-parent-zone-podcast
https://parentzone.org.uk/tech-shock-parent-zone-podcast

